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INTRODUCTION

This document is intended as an installation guide for the STRUMIS Auth Service V3.2
released with STRUMIS V11.2. This guide will take you through the prerequisites, installation
steps, and initial usage of the Auth Service. The Auth Service provides integrated secure
authentication for STRUMIS, STRUMIS Vision and STRUMIS Mobility.

The STRUMIS Auth Service can make use of either STRUMIS' own database to authenticate
or it can federate with Microsoft Entra ID.

PRE-REQUISITES

The configuration of these pre-requisites will be covered individually within this installation
guide as well as instructions on where these will be utilised.

¢ A current backup of your STRUMIS database

e The account running the following installations must have Windows Administrator
permissions.

e STRUMIS V11.2 or later must be Installed.

e All Users within STRUMIS must have a unique email address set.

e STRUMIS V11.2 must be configured with SMTP settings.

e An SSL Certificate in a .pfx format (combined .crt & .key file). We recommend using a
certificate provider to generate the certificate and not a self-signed certificate to prevent
trust issues on mobile devices. Your IT provider will be able to assist with this.

e A Fixed IP address and a domain name that points to the server running the STRUMIS
Auth Service. E.g. 192.168.0.1 and authtest.strumis.com. Your IT provider will be able
to assist with this.

e A dedicated network port e.g. 57723 reserved for communication between the STRUMIS
Server, STRUMIS Client and STRUMIS Web Service. This dedicated port must be open
between each of the network devices or applications that will use the STRUMIS. Your IT
provider will be able to assist with this.

e Ensure WebView2 Runtime (Evergreen Standalone Installer x64) has been installed on
both Server and Client machines running STRUMIS that will use the STRUMIS Auth
Service. Direct Download Link
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SCENARIOS

This document will cover one of two installation scenarios. It will cover the installation of
STRUMIS, SQL Database, STRUMIS Web Services and STRUMIS Auth Services all on one
server.

The second scenario is a more advanced installation of STRUMIS and SQL database on one
Server and the installation of STRUMIS Web Service and STRUMIS Auth Services on another.

SCENARIO 1 - ALL-ON-ONE SERVER

Server 1 (SVR1) — Hosting STRUMIS Server, SQL Database, STRUMIS Web Service and
STRUMIS Auth Service.

Client 1~ (CLN1,2,3...) — Multiple laptops or desktops hosting the STRUMIS client.

SCENARIO 2 - SEGREGATED STRUMIS SERVER AND STRUMIS WEB
SERVICES

Server 1 (SVR1) — Hosting STRUMIS Server and SQL Database.
Server 2 (SVR2) — Hosting STRUMIS Web Service and STRUMIS Auth Service.

Client 1~ (CLN1,2,3...) — Multiple laptops or desktops hosting the STRUMIS client.
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INSTALLATION GUIDE - 1IS (RECOMMENDED)

STRUMIS INSTALLATION

If you are running STRUMIS v11.1 or earlier, you will need to upgrade STRUMIS to v11.2 or
later. You can find download links to v11.2 or later via the STRUMIS Customer Support
Portal. Please contact STRUMIS Customer Support for assistance with upgrading STRUMIS.

STRUMIS WEB SERVICE INSTALLATION

If you are running STRUMIS Vision/Web Service v3.1 or earlier, you will need to upgrade to
STRUMIS Vision/Web Service v3.2 or later. You can find download links to v3.2 or later via
the STRUMIS Customer Support Portal. Please contact STRUMIS Customer Support for
assistance with upgrading STRUMIS Web Service.

STRUMIS AUTH SERVICE INSTALLATION

1. Download the latest version of the STRUMIS Auth Service Installer from the STRUMIS
Customer Support Portal. (STRUMIS_Auth_Service_64.exe) and copy it to the server
you intend to install the Auth Service on.

> STRUMIS Auth v3.2 Installer
Name

9 STRUMIS Auth_Service 64

2. Right click on the STRUMIS_Auth_Service_64.exe and click properties to ensure it is
unblocked (as Windows often blocks files downloaded from an online source) if it is
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not blocked you will not see an unblock option as per the screenshot below. Click OK
to close the properties screen.

@ STRUMIS_Auth_Service 64 Properties
General Compatibility Security Details Previous Versions
A STRUMIS Aun_Service_6a
L9

Type of fila:  Application {.exe)

Des<cription STRUMIS Auth Service. STRUMIS LTO.

Location: CiUsers\Administrator Deskiop\STRUMIS Auth v3.2
Size: 227 MB (238 539,710 bytss)

Size on disk: 227 MB (238,600,192 bytes)

Created 27 March 2025, 13:28.07

Wiogifisd: 12 February 2025, 15:47:52

Accessed: 37 March 2025, 13:28:48

AttribLtes: [Jread.only [ Hicden Advanced...

conea | [N

3. Right click on the STRUMIS_Auth_Service_64.exe again and click “Run as
Administrator”

STRUMIS Auth v3.2 Installer

Manage x
Home Share View Apglication Tools ~ @
T » STRUMIS Auth v3.2 Installer P
Name Date medified Type Size
# Quick access
Y -
STRUMIS_Auth_Servic Applicatian 233,008 KB
B Desktop - ] -Auth_ Open PE
¥ Covelonss #
“* Documents - Troubleshoot compatibility
&= Pictures - Pin to Start
1€ Share
i This PC
Give aceess to
& Network Pin to taskbar
Restore previous versions
Send to
Cut
Copy
Create shortcut
Delete
Rename
Properties
Titem 1 item selected 227 ME =

4. Select your preferred language and click Next.

STRUMIS Auth Service - InstallShield Wizard

P\ Select the language for the inszallation fram the choices below,

English (United States)

e ]

Caneel

5. Wait for the installation media to extract. Then click Next
6. On this page you will enter your STRUMIS database details. By default, this is
populated with (local\STRUMIS which is the default SQL instance and database.
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Clicking Browse next to the “Database Server that you are installing to” will list all
contactable SQL instances to aid you in choosing the appropriate one.

Then enter the Login ID and Password should it be different from the default.

Once you have selected the appropriate SQL instance you can use the Browse button
next to the “Name of database catalog:” field to find the STRUMIS database.

We are going to continue using the default options. Click Next.

[ STRUMIS Auth Service v3.2.0.203 - InstallShield Wizard x
Database Sarver
Selact database sarver and authentication methed

Databass server that you ars installing t:

{local}\STRUMIS ~ Browss.

Connect usings

(O Windows authantication credantsals of current user

(@) Server authentication using the Login [0 and password below
Login I |serumis. Admin
password: [

Name of database catalog:
[sTRUMIS

TnstallShield

Browse

< Back Next > Cancel

7. On this page we will select the installation method we wish to use with the Auth
Service. For the purpose of this guide, we are going to Install As IIS. Click the Install
As 1IS option and click This feature will be installed on the local hard drive. Then

click Next.

T STRUMIS Auth Service v3.2.0.203 - InstaliShield Wizard X
Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Featurs Description

= Th installed an local hard drive.,
=t This feature, and all subfeatures, will be installed on local hard drive.

* This feature will not be available.
hard drive,

Install ta:

TnstallShield

o G < B Canca

8. Click Install and Finish.

& STRUMIS Auth Service v3.2.0.203 - Installshield wizar s

Ready to Install the Program
The wizard is ready to begin installation.
Click Install to begin the installation.

IF you want to review or change any of your installation sattings, click Back, Click Cancel to
exit the wizard.

InstallShield

< Back Install Cancel
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WEBVIEW2 RUNTIME INSTALLATION

If you have not already installed the WebView2 Runtime it must be installed at this point for
the Auth Service interface to perform correctly. Direct Download Link

Simply download and run the installer, there are no specific options here that need to be
changed from the default.

CONFIGURING THE AUTH SERVICE

In this scenario all services are running on one server (SVR1 for example). So we will briefly
cover the following —

e Generation of an SSL certificate and details required to do so. (Your IT provider will
be able to assist you with this).

e Specifying a dedicated port for Auth Service authentication which will need to be
accessible via a domain name e.g. SVR1.exampledomain.com to each STRUMIS
client (including mobiles) either on the network and/or via the internet. (Your IT
provider will be able to assist you with this and the creation of SNAT and routing
rules).

e The overall configuration of these in the STRUMIS Auth Service.

GENERATING AN SSL CERTIFICATE

To configure the STRUMIS Auth Service with HTTPS, we require you or your IT department to
generate the following SSL certificate files, this is a relatively technical process. —

e .crt - Public Certificate File
e key - Private Key File
e .pfx— A combined file containing both the .crt and the .key

The following network configuration will also be required to generate the certificate and
configure the Auth Service. -

e A public DNS record that points to the server. For example, auth.exampledomain.com
pointing to the internal host svr1.exampledomain.com.

e A dedicated port accessible from all client devices to the server hosting the Auth
Service. For example, port 57723. We will use this port as an example in this scenario.

STRUMIS Support will be unable to assist with the generation of the SSL files or the
network configuration required in this step. Please speak to your IT Provider.
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IMPORTING AN SSL CERTIFICATE INTO THE WINDOWS CERTIFICATE
STORE

We will be using the following files in this guide to configure the web service —

e authtest.strumis.com.pfx — A .pfx certificate.

e authtest.strumis.com — An external DNS name pointing to the server hosting the Auth
Service.

e Port 57723 — The port the Auth Service and STRUMIS clients will use to communicate.

1. Copy the .pfx file to a directory on the server hosting the Auth Service.

| < = | STRUMIS Auth Certififeate — m X
Hame  Share  View ~ @
+ » STRUMIS Auth Certififcate v O »
Name Date madified Type size
#F Quick secess
BB Dokt . 2 authtest.strumis.com.pfx 27/03/2025 18:17 Persanal Information... 5KB
esktop
¥ Downloads *
= Documents »
& Pictures »
M This PC
W Network
1 item ===

2. Right click on the .pfx and click Install PFX.

|~ = | STRUMIS Auth Certififcate _ o x

[~ic [, e
T > STRUMIS Auth Certififcate v O »
Name Date modified Type
# Quick access
authtest strumis com 27/03/2025 1817 Personal Information.
B Deckiop - = £ e
Install PEX
¥ Downloads *
= Documents »
&= Pictures -
8 This PC >
W Network Rest e
e >
Cut
Copy
Create shortcut
Delete
Renam:
Properti
m lect =
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3. Select Local Machine and click Next.

*
£ Cenificate Import Wizard
‘Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk o a certificate store.
A certificate, which is issued by a certification autharity, is a confrmation of your identity
and contains information used to protect data or 1o establish secure network:
connections. A certificate store is the system area where certificates are kept.
Store Location
Current User
Local Machine
Tocontinue, dlick Next.,
Next Cancel
x

& L4 Centfficate Import Wizard

File to Import
Specify the file you want to import.

Motes More than one certificate can be storedin a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serisiized Certificate Store (.55T)

Next Cancel

5. If your .pfx is secured by a password, enter it here. Generally, when combining a .crt with
a .key you will be asked to provide a password. If you did not specify one, leave this field

blank and click Next.

& L* Cettificate Import Wizard

Private key protection
Tomaintain security, the private key was protected with 2 password.

Type the passward for the private key.

Passuord:
]
[Josplay Password

Import cptons:

Enable strong private key protecton. You wil be prompted every time the
private key s used by an applicaton f you enabl this option

[OMark this key as exportable. This wil alow you to back up or transport you
keys atalater time.

Protect private key using virtualized-based security(Non-expor table)

[Atrciude ol extended propertes.

Nect Cancel
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6. Leave the default option set and click Next.

& 4¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify alocation for
the certificate,

(®) Automatically select the ceriificate store based on the type of certficate
(OPlace l certificates in the following store
Certificabs store:

Browse..,

Cancel

7. Click Finish and OK. The certificate has been imported to the local machines certificate

store.

& ¢ Centificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

Yeou have specified the folowing settings:

(gl iR S| Automatically determined by the wizard

Content PFX

File Mame C:\Users\Administrator\Deskton \STRUMIS Auth Certififcatela
< >

Cancel
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CONFIGURING 1IS WITH BINDINGS AND THE SSL CERTIFICATE

In this section we will configure the binding of the Auth Service Site, the dedicated port
number and the Windows firewall so client devices will be able to communicate with the

Auth Service

1. Open Internet Information Services (1IS) Manager and via the navigation on the left-
hand side navigate to Sites > STRUMIS Auth Site.

5 Internet Information Services (1IS) Manager

—

& @ » STRUKTSTI30 » Sites » STRUMIS AuthSite » & i@ -
File View Help
STRUMIS Auth Site H
uth Site Home
Q-8 0 @ Explore
;-4 St Page Filter: - ¥ Go -G ShowAll | Groupby: Ar - E- Edit Permissions...
-85 STRUKTST130 (STRUKTSTI3 i Sl Dk Area = e
EditSite
L2 Application Pools [3 - :
v 4] Sites £ oy - e= = & Q = Jﬂ’| indings
= a & =i = i . 2| =
& Default Web Site %3) *’g‘ e =2 & & & 7 & F ) B Basic
~ b STRUMIS Auth Site Authentic.. Compression Default  Directory ErorPages  Handler HTTP  [SAPIFiters  Loggng MIMETypes  Medules  Output Applications
= sspnet client Document  Browsing Mappings ~ Respon... Caching Virtual Directories
> (¥ STRUMISAuthServi & # _——
> StruMisWebServic = % = Manage Website (a)
Request  S5L Settings  URL Rewrite & Restart
Filtering b Stan
Management N @ Stop
Configurat...  Web
Editor Platfor...
< > | [T FestresView | Content View
Ready 4.
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2. With STRUMIS Auth Site selected, use the right-hand navigation to click Bindings and

& Internet Information Services (1I5) Manage e
— ,
€ = @ » STRUKTSTI30 » Sites » STRUMIS Auth Site » @@
file  View Help
STRUMIS Auth Site H
1} Ite home
e-H |7 e 0 B Explore
W Start Page - - Edit Permissions...
w45 STRUKTST0 STRUKTSTIS0Y Filter - W Go - (gyShowAll | Groupby: Area - & P
J--@2 Applicaion Pools s
v 8] Stes g . - Bindings...
#| - ings.
@ Default Web Site %3) g F) B Basc Sevings..
v € STRUMIS Auth Site Authentic... Compression | Output Applications
S sepre clent oo | e HostMame Port P Address Binding Informa.. Add... Cacting e
5 {3 STRUMISAuthServi htto 1234 B —_—
= e -“‘ Manage Website O]
5[] StruMISWebServic o= — =
Request  SSL Settings UR Remove & Restart
Fittering Add Site Binding 7 % b St
Management & Siop
E Type |P acdress: Port: Browse Website
= g hitp. « |al Unassigned “|[e0 [8] Browse 1234 (http)
Configurat...  Web e —
Editor Platfor... Host name: Adapcedietae

Ready

P et Vi J Comtert i

Example: www.contoso.com or marketing.contoso.com

0K Cancel

Configure
Limits

HSTS...

%

3. Change the following fields —

Type — HTTPS

IP Address — We suggest setting this to the static IP address of the server rather than All
unassigned. For our example we will use 172.17.3.130

Port — The dedicated port number you have chosen to use. For our example we will use

57723

Hostname — This is the external DNS name you have chosen to use. For our example we will
use authtest.strumis.com

STRUMIS AUTH SERVICE - HOW TO GUIDE
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Add Site Binding

Type P address: Port:
https v 112173130 | a3
Host name:

|authteststrurmis.com

[] Require Sewves Name Indication
[] Disable TLS 1.3 over TCP [] Disable QUIC

[ Diszble Legacy TLS [] Disable HTTP/2
[] Disable OCSP Stapling

SSL certificate:
Not selected b Select... View

0K Cancel

4. We will now add the SSL certificate to this binding. If you have followed the steps above
to import the SSL certificate, it should now show in the list, simply select the certificate.

For our example we will use authtest.strumis.com.pfx. Then click OK.

Edit Site Binding

Type: IP acldress: Fort:
https 172173130 v| ‘sms

Host name:
|authtest.strum\s.cam

[ Require Server Name Indication

[] Disable TLS 1.3 over TCP [] Dissble QUIC
[] Disable Legacy TLS [ Disable HTTP/2
[] Disable OCSP Stapling

SSL certificate:
authtest strumis.com > Select... View...

5. I now suggest removing the http binding for the site. Click on the http binding and

Remove. Then click Yes.

Site Bindings ? X
Type Haost Name Port IP Address Binding Informa... Add...
https  authtest.strumis... 57723  172.17.3.130
Remave
Browse
Close

STRUMIS AUTH SERVICE - HOW TO GUIDE
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6. Close the Site Bindings page and Internet Information Services (1IS) Manager. Next
open Windows Defender Firewall with Advanced Security. *If your company or IT
provider use a different firewall software this step will depend on that software being

configured. Please consult with them.

File  Adtion View Help
&

‘ ‘Windows Defender Firewall witf
B3 Inbound Rules
Qutbound Rules
5‘1. Connection Security Rules

> B Moritoring

0 Windows Defender Firewall with Advanced Security

Windows Defender Firewall with Advanced Security on Local Computer

“ | Windows Defender Firewall with Advanced Security on Local . &

ﬂ Windows Defender Firewall with Advanced Secusity provides netwodk security for Windo!

Overview

Domain Profile

@ Windows Defender Frewall is on

O Inbound connections that do not match a nle are blocked.
@ Qutbound conneciions that do not match a nule are dlowed,
Private Profile is Active

@ Wndows Defender Frewal is on

9 Inbound connections that do nat match a wle are blocked
@ Outbound conneciions that do net match a nule are dlowed
Public Profile

@ Wndows Defender Frewal is on

() Inbound connections that do nat match a nule are blocked

@ ‘Qutbound connzclions that do not match a rule are sllowed.

Windaws Defender Frewal Propesties

Getting Started

P

Create connection secuity ndes to speciy how and when conneciions between compuiers a
protected by usng Inteme Frotocol securty (Psec).

Connaciion Securty Rues

View and create firewall rules

Create frewal rules to alow or block conneciions o specified programs or pers. You can also ¢
it is authenticated. orif i comes from an authorized user. group. or computer. By defautt. inboun
blocked unless they maich a ule that alows them, and outhound connections are allowed unle
blocks them,

Actions

3l

e

Import Policy._
Export Palicy..
Restore Default Policy
Disgnose / Repair
Wiew

Refrash

Properties

Help

7. Using the left-hand navigation right click Inbound Rules and click New Rule. Click Next.
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ﬂ Windows Defender Firewall with Advanced Security

File Action View Help
e 2@ 3 B

& Windouws Defender Firewall with
&3 Inbound Rules
Outbound
B Connection

New Rule Rule Type

uter (TCP.
Filter by Profile > uter (UDF
Filter by State he Conte Sieps:

Filter by Group » he Hoste‘ Ruie Type
he Peer O
@ Program

> ‘4“1 Monitoring

View sice funci
vice funci @ Action
vice S5DF @ Profile

vice stres

Refresh

Export List..
@ Name
Help vice strea

T Cast to Device strea
Cast to Device strea
8 Cast to Device strea
Cast to Device strea
0 Cast to Device strea
Cast to Device strea
£ Cast to Device strea
Cast to Device UPnf

COM+ Netwark Acc

COM+ Remote Adn
9 Core Networking -
Core Networking -
@ Core Networking -
Core Networking -
@ Core Networking -
Care Netwarking -
Core Networking -
Core NEtWOrKIng - | sovmsrs cre

Core Networking - Multicast Listener Rep

< > |«

New Rule.

Inbound Rules P e Inbound Rule Wizard

Sekect the type of frewall rule to create

T
Core Networking - Multicast Listener Que,..  Care Networking Al
Core Networking - Multicast Listener Rep.,  Core Networking Al
Core Networking Al
€ Core Networking - Neighbor Discovery A Core Netwiorking Al v

What type of rule would you like to create?

® Program

Rule that controls connections for  program
) Port

Rule that controls connections for @ TCP or UDP port
() Predefined:

Alloyn Routsr

Rule that controls connections for 2 Windows expedience

() Custom
Custom rule

|

8. Select Port and select Specific Local Ports and enter your chosen dedicated port

number. For our example we will continue to use 57723. Click Next

I W Nev Inbound Rule Wizard

Protocol and Ports

! Specify the protocols and ports to which this nule applies.
]

? Steps:

-“ Ruie Type Does this rule applyto TCP or UDP?

;d Protocol and Potts @® TCP

{@ Acton O upbp

1@ Profile

1

| @ MNeme Does this rule apply to all local ports or speciic local ports?
b () All local ports

] (®) Specific local pots: 57729

: Bxampe: 81 443, 5000-5010
1

i
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9. Leave Allow the connection selected and click Next.

| ﬂ New Inbound Rule Wizard

Action

‘Speciy the action to be taken when a connection matches the conditions specified n the rule.

| Steps:
@ Rue Tive What acton should be taken when a connection matches the specfied conditions?
@ Protocoland Pas
(®) Allow the connection

|# Acton This includes connections that are protected with |Psec as well as those are not.
|@ Profile

" () Mlow the connection if it is secure
@ Name

This includes only connections that have been authenticated by using |Psec. Connections
will be secured using the settings in |Psec propeties and ries inthe Connection Security
Rule node.

() Block the connection

10. Leave the applicable firewall profile checked and click Next.

W New Inbound Rule Wizard

Profile

Specfy the profikes for which this rule applies

Steps:
@ Auke Type When does this rule apply?
@ Protocol and Potts
@ Aciion [} Domain
@ Profile Applies when a computer is connected to its corporate domain.
@ Name [ Private
Applies when a computer is connected to a pivate network location, such as a home
or work place
[4 Public

Applies when a computer is connected to & public network location
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11. Enter an appropriate Name for the Rule and click Finish.

W New Inbound Rule Wizard

Name

Specfy the name and description of this ruke.

Sieps:

@

[

.

Rue Type
Protocol and Ports
Action

Profile

Name

Name:

STRUMIS Auth Senvica In|

Description (optional):

Cancel

12. We will repeat the same procedure for the Outbound Rules so select Outbound Rules

then click New Rule and repeat with the same details as above using your chosen
dedicated port number. The only adjustment required here is to select Allow
Connection.

W Windows Defender Firewall with Advanced Security

File Action View Help

e 25 B BE

& Windows Defender Firewall witt]

Inbound Rules
Qutbound Rules
2‘; Connection Security Rulas

> B, Monitoring

Outbound Rules

MName
1 STRUMIS Auth Service Out
@ allioyn Router (TP-Out)
@ Allioyn Router (UDP-Out]
BranchCache Content Retrieval (HTTP-Out)
BranchCache Hosted Cache Client (HTTP-..
BranchCache Hosted Cache Server(HTTP-.,
BranchCache Peer Discavery {(WSD-Out)
Captive Portal Flow
9 Cast to Device functionality {qWave-TCP-..
Cast to Device functionality (g\Wave-UDP-..
£ Cast to Device streaming server (RTP-Stres...
Cast to Davice streaming server (RTP-Strea..
£ Cast to Device streaming server (RTP-Strea...
@ core Metworking - DNS (UDP-Out)
£ Core Networking - Dynamic Host Configu..
@ Core Networking - Dynamic Host Configu...

Group

AllJayn Router

Allloyn Router

BranchCache - Content Retri..
Branch{ache - Hosted Cache..
BranchCache - Hosted Cache.,
Branch{ache - Peer Discover..
Captive Portal Flow

Cast to Device functionality
Cast to Davice functionality
Cast ta Device functionality
Cast te Device functionality
Cast te Device functionality
Core Metwarking

Care Networking

Core Metwarking

Profile
Al
Domai..
Domai..
Al

Al

Al

Al

Al
Private,..
Private,..
Private
Public
Domain
Al

Al

Al

~

Actions

Outbound Rules

'ﬂ MNew Rule..

T Filter by Profile

T Filter by State

¥ Filter by Group
View

|G Refresh

|55 Export List-

Help

STRUMIS Auth Service Qut

& Disable Rule

& cut

B Copy

as

v v v w
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Congrats! We can now test the service is running by navigating to the following URL, replace
components of it as necessary based on your chosen external name and port number -
https:// :57723/STRUMISAuthService

Protocol

Port

Auth Service App

FINALISING CONFIGURATION USING STRUMIS SERVER MANAGER

1. Open STRUMIS Server Manager and click on Configure Authentication.

% Manage Database Server — %

i File Database

Manage Corfiguration... .

2. Check the box Use STRUMIS Authentication Service and enter the Service URL replace
components of it as necessary based on your chosen external name and port number.
Then click Continue. -

Service URL - https:// :57723/STRUMISAuthService

) Manage Datsbase Server =] %
i File Database

Authentication Settings

Use STRUMIS Authentication Service

Service URL eststrummis.com:57723/STRUMIS AuthServied!

Continue Configuration

Manage Configuration...
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3. This will then open the Pre-Requisite Check for Authentication. In our example we can

see we have some users in our STRUMIS instance that do not have email addresses set

and also our SMTP settings have not been configured.

We can use the Show all users option to see a list of pre-requisites not met such as
users without email.

Users without an email address

Expired accounts

Locked out accounts

SMTP configuration

OEEIN Order By Name OrderBy[ma\I‘

LIS Only Password Expired

Only Locked Out | Only Without Email

| First | preious |
User:

D1
Name Admin

Email jmordecai@strumis.com

1D 1001
Name RFUser

Email rf@strumis.com

Description:

Password Change: 26/02/2025, Expire: 27/05/2025
Account Expire:31/12/2099
User has User/Admin permission

User has System/Admin permission

Password Change: 26/02/2025, Expire: 27/05/2025
Account Expire:01/01/2050
User has User/Admin permission

User has System/Admin permission

0

0

0

Not configured

e [ o

This must be resolved prior to continuing to enable the Auth Service. When setting the SMTP
details, ensure the port number is also set, here is an example configuration —

@ s Editior = x
~ 7| bome | Took  View
& | \finy BeaE E:w;::«“::f:ﬁ Vet Tornes | ¢ 3
Switch || Paste New Recent | Seach  Metic Wodule My Serd
| “Cear 2 > = Thousand separator s Resork- | Feedback
Login | Clipboard units Modde | MyRepots | STRUMIS
System « 2 b
4
Y O e (5]
4G vser =
v @
U
§ Role Modile
4[] Financil
& cost Certr
& CostCode ‘b =
o 5‘::;225‘ Optien Optian Setting
Ya God e Dashb oard Disp ey Area Wetric
4 [3) Reports Dashb oard Display Lenghh Metr
> Weigt (ke)Kios
43, Dastbeard: Dashb oard Displey Wicth Metric
40 iz..., 0 Dastboard Login Status
J setup wizrd & Emai
@ ity Optio Option Setting
g testuser@stumis.com
Chilat SMTP
<cange>
#0P3 Port 4
7073 Server <aange>
#0P3 Usen: <cange>
SMTP Authorisation rotocol
SMTPPassu —
sTPport B
TP Server Address sntpoffice3ss.con
TP Usemame testuser@stunis.com
Usesst
UseTs
& General
option | Option Setting |

Once these issues have been resolved you will need to close the STRUMIS Authenticator
window and click Continue from within STRUMIS Server Manager.
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7 Manage Datsbase Server = X
i File Database
Authentication Settings
Use STRUMIS Authentication Service

Service URL est.strur m;EWZSISTRUMEMmewhﬂ
]

From File....

Manage Configuration... _

Ready

You should now be greeted with the following window. Click Enable STRUMIS Auth Service
and OK.

A\ STRUMIS Authenticator - 0 X

A

Pre-Requisite Check for Authentication

When using the STRUMIS Authentication Provider, user can login via their username or email.

Users with duplicate email address 0
Users with invalid email address 0
Users without an email address 0
Expired accounts 0
Locked out accounts 0
SMTP configuration Configured

Show all users
Enable STRUMIS Auth Service
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INSTALLATION GUIDE - WINDOWS SERVICE
(ALTERNATIVE)

This section is a guide to install the Auth Service as a Windows Service. If you have
completed the Installation Guide - 1IS (Recommended) section of this guide, go to Managing
STRUMIS Auth Service configuration.

STRUMIS INSTALLATION

If you are running STRUMIS v11.1 or earlier, you will need to upgrade STRUMIS to v11.2 or
later. You can find download links to v11.2 or later via the STRUMIS Customer Support
Portal. Please contact STRUMIS Customer Support for assistance with upgrading STRUMIS.

STRUMIS WEB SERVICE INSTALLATION

If you are running STRUMIS Vision/Web Service v3.1 or earlier, you will need to upgrade to
STRUMIS Vision/Web Service v3.2 or later. You can find download links to v3.2 or later via
the STRUMIS Customer Support Portal. Please contact STRUMIS Customer Support for

assistance with upgrading STRUMIS Web Service.

STRUMIS AUTH SERVICE INSTALLATION

9. Download the latest version of the STRUMIS Auth Service Installer from the STRUMIS
Customer Support Portal. (STRUMIS_Auth_Service_64.exe) and copy it to the server

you intend to install the Auth Service on.
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10. Right click on the STRUMIS_Auth_Service_64.exe and click properties to ensure it is
unblocked (as Windows often blocks files downloaded from an online source) if it is

not blocked you will not see an unblock option as per the screenshot below. Click OK

to close the properties screen.

q STRUMIS_Auth_Service_64 Properties b3
General Compatibility Security Details Previous Versions
[2) ‘STHUMIS_Ath_SemL:_Eﬂ
L

Typeoffile:  Application {.exe)

Description:  STRUMIS AU Service. STRUMIS LTO.

Location: CiUsersiAdministrator Deskiop\STRUMIS Auth v3.2
Size 227 MB (238 539,710 bytes)

Size on disk: 227 MB (238,600,192 bytes)

Crested: 27 March 2025, 13:29.07
Modifisd: 12 February 2025, 16:47:52

Accessed. 27 March 2025, 13:28:46

Attributes [Jresdony []Hicden Advanced.

11. Right click on the STRUMIS_Auth_Service_64.exe again and click “Run as

Administrator”

(= = | Manage STRUMIS Auth 3.2 Installer
B - o e e
+ » STRUMIS Auth v3.2 Installer ~
Name Date modified Type Size
# Quick access
Y - R -~
STRUMIS_Auth_Servic Applicatian 233,008 KB
B Cesktop P A apen PF
3 comients ¢
s Documents. » Troubleshoot compatibility
= Pictures »* Pin to Start
1€ Share
= This PC
Give access to >
& Networl Pin to taskbar
Restore previcus versions
Send ta >
cut
Copy
Create shortcut
Delete
Rename
Properties
litem 1 item selected 227 MB

/|

12. Select your preferred language and click Next.
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STRUMIS Auth Service - InstallShield Wizard ®

Al Select the language for the installation from the chaices below.

English (United States) ~

o ] o

13. Wait for the installation media to extract. Then click Next.

14. On this page you will enter your STRUMIS database details. By default, this is
populated with (local)\STRUMIS which is the default SQL instance and database.

Clicking Browse next to the “Database Server that you are installing to” will list all
contactable SQL instances to aid you in choosing the appropriate one.

Then enter the Login ID and Password should it be different from the default.

Once you have selected the appropriate SQL instance you can use the Browse button next
to the “Name of database catalog:” field to find the STRUMIS database.

We are going to continue using the default options. Click Next.
gé‘s'rnuws Auth Service v3.2.0.203 - InstallShisld Wizard x

Database ssrver that you ars installing o
{local}\STRUMIS - —

Connect using:

(O Windows authentication credentials of current user

(@) Server authentication using the Login [D and password below
is_Admin

STRUMIS Timya
InstallShield

< Back Next > Cancel

15. On this page we will select the installation method we wish to use with the Auth
Service. Click the Install As Windows Service option and click This feature will be
installed on the local hard drive. Then click Next.
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98 STRUMIS Auth Service v3.2.0.203 - InstallShield Wizard
Custom Setup

Saloct the program Featires you want mstaliad,

click on an can i the kst below to change how 2 feature Is Installed.

- izl STRUMTS Auth Service Feature Desdription
2 -] stall As 15
(=1 B

3 This feature will be installed on local hard drive,

SBE This feature, and all subfeatures, will be installed on local hard drive.

% This feature will nat be available.

Instal ta:
CHNETpLB AL STUMISAUNS £rvice,

InsteliShcld

Help Space < gack Nt > Concel

16. Click Install and Finish.

o

Ready to Install the Program

UMIS Auth Sery 2.0.203 - Installshield

The wizard is ready > begin installation.

Click Install to begin the installation.

IF you want to review or change any of your installation sattings, click Back.
exit the wizard.

stallShield

< Back Install
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WEBVIEW2 RUNTIME INSTALLATION

If you have not already installed the WebView2 Runtime it must be installed at this point for
the Auth Service interface to function correctly. Direct Download Link

Simply download and run the installer, there are no specific options here that need to be
changed from default.

CONFIGURING THE AUTH SERVICE

In this scenario all services are running on one server (SVR1 for example). So we will briefly
cover the following —

e Generation of an SSL certificate and details required to do so. (Your IT provider will
be able to assist you with this).

e Specifying a dedicated port for Auth Service authentication which will need to be
accessible via a domain name e.g. SVR1.exampledomain.com to each STRUMIS
client (including mobiles) either on the network and/or via the internet. (Your IT
provider will be able to assist you with this and the creation of SNAT and routing
rules).

e The overall configuration of these in the STRUMIS Auth Service.
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GENERATING AN SSL CERTIFICATE

To configure the STRUMIS Auth Service with HTTPS, we require you or your IT department to
generate the following SSL certificate files, this is a relatively technical process. —

e .crt - Public Certificate File
e key - Private Key File*
e .pfx— A combined file containing both the .crt and the .key*

The following network configuration will also be required to generate the certificate and
configure the Auth Service. -

e A public DNS record that points to the server. For example, auth.exampledomain.com
pointing to the internal host svr1.exampledomain.com.

e A dedicated port accessible from all client devices to the server hosting the Auth
Service. For example, port 57723. We will use this port as an example in this scenario.

*It is advisable that once the .key and .pfx file have been used to add the certificate to the
Windows Certificate Store that both files are removed from the server and stored securely.

STRUMIS Support will be unable to assist with the generation of the SSL files or the
network configuration required in this step. Please speak to your IT Provider.
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IMPORTING AN SSL CERTIFICATE INTO THE WINDOWS CERTIFICATE
STORE

We will be using the following files in this guide to configure the web service —

e authtest.strumis.com.pfx — A .pfx certificate.

authtest.strumis.com — An external DNS name pointing to the server hosting the Auth
Service.

e Port 57723 — The port the Auth Service and STRUMIS clients will use to communicate.
8. Copy the .pfx file to a directory on the server hosting the Auth Service.

| & W = | STRUMIS Auth Certififeat - O
Hame Share Wiew

T+ » STRUMIS Auth Certififcate

Narme Date madified Type sive
7 Quick aecess
B Desk: 4 authtest strumis.com.pfx
esktop
¥ Downloads

* Documents

27/03/2025 18:17 Personal Information.. B8KB

L

& Pictures
= This PC

Wb Network

9. Right click on the .pfx and click Install PFX.

|~ = | STRUMIS Auth Certififcate

- o x
[ [ s
4 7 > STRUMIS Auth Certififcate ) »
Name Date modifiec! Typ
# Quick access
— N “4 authteststrumis.com.pfi 27/03/2025 1817 I inforr
” Install PFX
# Download: *
Open
= Docume * & Share
B Pictures * Open with...
= This BC >
W Networl
en >
cut.
Copy
Create shorteu
Delete
Rename
Properti
m lectes ==
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10. Select Current User or Local Machine (this depends on the access the user has) and
click Next.

£# Centificate Import Wizard

‘Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists fram your disk o 2 certificate store.

A certificate, which is issued by a certification authority, is a confrmation of your identity
and contains information used to protect data or to establish secure network.
connactions. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

et Cancel

11. Click Next.

& ¢ Cerificate Import Wizard

File to Import
Specify the file you want to impert.

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serisiized Certificate Store (.S5T)

Cancel
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12. If your .pfx is secured by a password, enter it here. Generally, when combining a .crt with
a .key you will be asked to provide a password. If you did not specify one, leave this field
blank and click Next.

& & Cetificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password,

Type the password for the private key.

Password:

|
(] Display Passward

Impart options:

Enable strong private key protection, You wil be prompted every tme the
private key is used by an application if you enable this option.

[CIMark this key as exportable. This wil alow you to back up or bansport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

[ Indude al extended propertes.

Mext Cancel

13. Leave the default option set and click Next.

& 4¥ Cetificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select 2 certificate store, or you can spedify location for
the certificate,

(®) Automatically select the ceriificate store based on the type of cerbficate
(OPlace  certificates in the following store
Certificabe store

Browse..,

Mext Cancel
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14. Click Finish and OK. The certificate has been imported to the local machines certificate
store.

& ¥ Centificate Import Wizard

Completing the Certificate Import Wizard

The cartificate will be imported after you dick Finish.

You have specified the folowing settings:
[ it R R ] Automatically determined by the wizard

File Mame C:\Users\Administator|Desktop\STRUMIS Auth Certififcatela

CONFIGURING WINDOWS SERVICE URL AND THE SSL CERTIFICATE

Unlike the IIS configuration we are going to configure the URL of the service and the SSL
certificate inside STRUMIS Server Manager, we will also configure it with the dedicated port
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number and the Windows firewall so client devices will be able to communicate with the
Auth Service.

1. First open Windows Defender Firewall with Advanced Security. *If your company
or IT provider use a different firewall software this step will depend on that software
being configured. Please consult with them.

W Windows Defender Firewall with Advanced Security - O X

File Action View Help
e

W Windows Defender Firewall with| RVt e i Ry e Security on Local Computer Actions

3 Inbound Rules | Windows Defender Firewall with Advanced Security on Local . &

Qutbound Rules . - . |
B Connection Security Rules Windows Defender Firewall with Advanced Security provides network: security for Windo &) Import Policy.

L) Menitaring 3 Export Policy..
Ovenview Restore Default Palicy
Domain Profile Diagnose / Repair
@ Wndows Defender Frewal is on, View N
® Inbound connections that do nat match a nule are blocked.
|G Refresh
@ (Outbound cennections that do not match a ule are alowed,
D Properties
Private Profile is Active
Help

¥ Wndows Defender Frrewal is on.

® Inbound connections that do nat match a nule are blocked.
@ Qutbound connections that do not match a nile are alowed
Public Profile

-@ Windows Defender Frewal is on.

' Inbound connections that do not match a nule are blocked
@ Outbound cennections that do not match a nule are alowed

Windows Defender Frewal Properties

Getting Started

Arrthenti P b

p

Create connection security ndes to specify how and when conneciions between compuiers are
protected by using Intemet Protocol securty (IPsec).

Connection Securty Rues

View and create firewall rules

Create frewal rules to allow or block connections to specified programs or ports. You can also &
it is authenticated, or f # comes from an authorized user. group, or computer. By default. inboun
blocked unless they match a rule that alows them, and outbound connections are allowed unle
blocks them,

2. Using the left-hand navigation right click Inbound Rules and click New Rule. Click
Next.
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f Windows Defender Firewall with Advanced Security

File Action View Help

e 0@ B EE

& Windows Defender Firewall with
&3 Inbound Rules

Outbound F New Rule~
B Connection

Rule Type
uter (TCP.
Filter by Profile > uter (UDF
Filter by State he Conte Sieps:
Filter by Group » hehoste o T
he Peer O
vice func!
vice funci@  Action
vice S5DF @ Profile
vice strea

> ‘4‘1 Monitoring

@ Program

View

Refresh

Export List..
@ Name
Help vice strea

T Cast to Device strea
Cast to Device strea
8 Cast to Device strea
Cast to Device strea
0 Cast to Device strea
Cast to Device strea
£ Cast to Device strea
Cast to Device UPnf
COM+ Netwark Acc
COM+ Remote Adn
9 Core Networking -
Core Networking -
@ Core Networking -
Core Networking -
@ Core Networking -
Care Netwarking -
Core Networking -
Core NEtWOrKIng - | sovmsrs cre
Core Networking - Multicast Listener Que..
9 Core Networking - Multicast Listener Rep..
Core Networking - Multicast Listener Rep
£ Core Networking - Neighbor Discovery A..

< > |«

New Rule.

Inbound Rules P e Inbound Rule Wizard

Sekect the type of frewall rule to create

- [m]
What type of rule would you like to create?
@ Program
Rule that controls connections for  program
) Port
Rule that controls connections for @ TCP or UDP port
() Predefined:
Alloyn Routsr
Rule that contrals connections for 2 Windows expesience.
() Custom
Custom rule
<Back Cancel
T —
Core Networking Al
Core Networking Al
Core Networking Al
Care Networking Al v

|

3. Select Port and select Specific Local Ports and enter your chosen dedicated port

number. For our example we will continue to use 57723. Click Next

I W Nev Inbound Rule Wizard

Protocol and Ports

! Specify the protocols and ports to which this nule applies.
]

? Steps:

-“ Ruie Type Does this rule applyto TCP or UDP?

]@ Protacoland Pots ® TcP

{@ Acton O upp

i@ Proiile

1

| @ MNeme Does this rule apply to all local ports or speciic local ports?
b () All local ports

] (®) Specific local pots: 57729

: Bxampe: 81 443, 5000-5010
1

i

4. Leave Allow the connection selected and click Next.
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| ﬂ New Inbound Rule Wizard

Action
Specify the action to be taken when a connection matches the conditions spacified in the rule

| Steps:

|@ Rus Tye

|# Acton This includes connections that are protected with |Psec as well as those are not.
|@ Profle

@ Nane This includes only connections that have been authenticated by usng IPses, Connections

@ Protocol and Pots

What acton should be taken when a connection matches the specfied conditions?

(®) Allow the connection

() Mlow the connection if it is secure

will be secured using the settings in |Psec propeties and ries inthe Connection Security
Rule node.

() Block the connection

5. Leave the applicable firewall profile checked and click Next.

W New Inbound Rule Wizard

Profile
Specily the profiles for which this ruke applies

Steps:

Ruie Type When does this rule apply?

.

Protocol and Ports
@ Acion [ Domain
Applies when a computer is connected to its corporate domain.

[

@ Profile
@ Name [ Private
Applies when a computer is connected to a private network location, such as a home
or work place
[] Public

Applies when a computer is connected to & public network location

6. Enter an appropriate Name for the Rule and click Finish.
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W New Inbound Rule Wizard

Name

Specfy the name and description of this rule.

Steps:

@ Ruke Type

@ Protocol and Ports
@ Action

@ Profle

@ Name

7. We will repeat the same procedure for the Outbound Rules so select Outbound
Rules then click New Rule and repeat with the same details as above using your
chosen dedicated port number. The only adjustment required here is to select Allow
Connection. Close Windows Defender Firewall with Advanced Security.

Name:

STRUMIS Auth Senica In|

Description (optional):

Cancel

i Windows Defender firewall with Advanced Security

File Action View Help
e 2@ = HE

W Windows Defender Firewsll with
B3 Inbound Rules
Qutbound Rules
2‘; Connection Security Rulas

> B, Monitoring

8. Next, open STRUMIS Server Manager and click Configure Authentication.

Outbound Rules

MName
1 STRUMIS Auth Service Out
@ allioyn Router (TP-Out)
@ Allloyn Router (UDP-Out)
BranchCache Content Retrieval (HTTP-Out)
BranchCache Hosted Cache Client (HTTP-..
BranchCache Hosted Cache Server(HTTP-.,
BranchCache Peer Discavery {(WSD-Out)
Captive Portal Flow
9 Cast to Device functionality {gWave-TCP-..
Cast to Davice functionality gWave-UDP-..
€ Cast to Device streaming server (RTP-Strea...
Cast to Davice streaming server (RTP-Strea..
£ Cast to Device streaming server (RTP-Stres...
@ core Metworking - DNS (UDP-Out)
£ Core Networking - Dynamic Host Configu..
Core Metworking - Dynamic Host Configu..

Group

AllJayn Router

Allloyn Router

BranchCache - Content Retri..
Branch{ache - Hosted Cache..
EranchCache - Hosted Cache.,
Branch{ache - Peer Discover..
Captive Portal Flow

Cast to Device functionality
Cast te Device functionality
Cast ta Device functionality
Cast to Device functionality
Cast ta Device functionality
Core Matwarking

Care Networking

Core Metwarking

Profile
Al
Domai..
Domai..
Al

Al

Al

Al

Al

Private,..
Private,..

Private
Public
Comain
Al

Al

Al

Actions

Outbound Rules

'.ﬁ MNew Rule..

T Filter by Profile

T Filter by State

' Filter by Groug
View

|6 Refresh

= Export Lista

Help

STRUMIS Auth Service Qut

& Cisable Rule

& cut

B Copy

as

v v v w
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. Manage Database Server — X
i File Database

Server Authentication Settings
STRUKTST130\STRUMIS

Database % ‘Use STRUMIS Authentication Seryice:
STRUMIS

STRUMIS Version

11.2.0

Last Backup n
Feb 27 2025 4:35PM Endpoint

Certificate

“ramrie.. ]| _Fromsoren |

Cantinue Canfig

wation on AN EaaRl
Manage Configuration.. [ concel |

9. Enter the following —

Service URL - This is the External Domain Name that points to an internal name of the
server hosting the STRUMIS Auth Service and the dedicated port number you have chosen to
use. For our example we are going to use

https:// :57723

Protocol

Port

Endpoint — This is the path to the service that you need to define. For our example we are
going to use STRUMISAuthService so we need to enter the following into the field
<URL>/STRUMISAuthService.

10. We now need to apply the SSL certificate. We can either add the SSL certificate to the
Windows Certificate Store or we can add it directly to the service using the separate
.crt and .key files. To add the certificate directly click From File...
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% Manage Dalabase Server

¥ Use STRUMIS Authentication Service
Service URL hitps:/jauthtest.strumis.com:57723

=
[SELTUSSIN <URL>/STRUMISAuthService

Continue

Manage Configuration...

11. Navigate to the location on the server where you placed the .crt file, click on it to
select it and click Open.

% Select Certificate file

x
- v 4 BB ThisPC » Desktop -~ O Deskt:
Organize = Mew falder ~ ™ @
Hame
# Quick aceess
B Dekicn Z STRUMIS Auth w32 Installer
3 STRUMIS ¥11.2 Installer
B »
4 i STRUMIS Vision Web Service v3.2
N Docurment L) authtest strumis.comart 26/03/2025 13:49 Security Certificate ETY
& Pictures -
B mhispc
o Metwork

File name: | authtest strumiscom.crt -PEM CRT [* pern*crt)

e

12. Now navigate to the location on the server where you placed the .key file, click on it
to select it and click Open.

2 Select Key File

X
4 Bl ThisPC © Desktop v ® Search Deskts
Grganize ~ Mew folder - m @
Nsme Size
# Quick access
B esiiop & STRUMIS Auth v32 Installer File folder
‘ s 3 STRUMIS V112 Installer ile folde
A — STRUMIS Vision Web Service v32 ile folde
Documents & 1[1 privatekey KEY File 2K8
& Pictures -
& This pc
¥ Network

File name: | privatekey

13. You will be prompted to enter a password, this is the certificate password set when
the certificate was generated. If you did not set a password when the Certificate was
generated or your IT provider has not set one you may leave this blank. Click OK.

Centificate Password x

Enter certificate password,
Cancel
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14. The Configure Authentication page should now look something like this. Click
Continue.

D Manage Database Server cx x

i File Database

ZEEETEIN < URL > [STRUMISAuthSarvice

Ready

15. This will then open the Pre-Requisite Check for Authentication. In our example we can
see we have some users in our STRUMIS instance that do not have email addresses set
and also our SMTP settings have not been configured.

We can use the Show all users option to see a list of pre-requisites not met such as
users without email.

Users without an email address 0
Expired accounts 0
Locked out accounts 0
SMTP configuration Not configured

[CEETIAON Order By Name | Order By Email By Email, Username, ID

WY Only Password Expired | Only Locked Out | Only Without Email

‘ First l Previous ‘ Next I Last ‘
User: Description:

D1 Password Change: 26/02/2025, Expire: 27/05/2025

Name Admin

Email jmordecal@strumis.com Account Expire:31/12/2099
User has User/Admin permission

User has System/Admin permission

1D 1001 Password Change: 26/02/2025, Expire: 27/05/2025
Name RFUser
B Account Expire:01/01/2050

User has User/Admin permission

User has System/Admin permission

This must be resolved prior to continuing to enable the Auth Service. When setting
the SMTP details, ensure the port number is also set, here is an example
configuration —
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View

STRUMIS evolution - Estimating Ediion

o3 R (| e e P e e iR
swtcn | Paste New Recent | Sewch  Netic osde | wy serd
| o | cippons o units Mode | Wy Repots | STRUMIS
System « v 4
7 system =
e micinei (5t
A user 7] s I
@l Language . J
@ user
£ Role Modde [ |
43 Fnancal |
& Cost centre
i CostCode b i =
% TaxCode i |
4 Yy Interfaces
Yo i Dashb oard Diso ey Area Wetric
4 3 Reports Dashb oard Disaley Lengh Metrc
- Weight (kg) Kilos
FATY Deteard: Dashb oard Display Wicth Metric
@ Systenbashboards
4@ setwp DefaultSystemDastboard Login Status
P setop Wamd & e
@ Faclity Optien
] Default Email Address testuser@strumis.com
Email Intedface Chillat SMTP
POP3 Password <change>
POP3 Port &
2093 Server Address <mnge>
POP3 Usemame <change>
SMTP Authorisation Pratocel
SMTP Password —————
STPPort 2
SMTP Server Address smp.office365.com
ST Usemame cetuseestumiscn
UsessL
UseTs =
= General
option |

Once these issues have been resolved you will need to close the STRUMIS
Authenticator window and click Continue from within STRUMIS Server Manager.

T Manage Database Server

Endpoint https://authtest.strumis.com:57723/STR.
— -]

vite
5://authteststrumis.com:57723

You should now be greeted with the following window. Click Enable STRUMIS Auth

Service and OK.
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A\ STRUMIS Authenticator

A

Pre-Requisite Check for Authentication
When using the STRUMIS Authentication Provider, user can login via their username or email.
Users with duplicate email address
Users with invalid email address
Users without an email address
Expired accounts
Locked out accounts

SMTP configuration

Show all users
Enable STRUMIS Auth Service

Configured
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MANAGING STRUMIS AUTH SERVICE
CONFIGURATION

To manage the Auth Service configuration you can use STRUMIS Server Manager to open
the STRUMIS Auth Service Configuration Tool.

Open STRUMIS Server Manager and click Configure Authentication and then click
Manage Configuration...

We have three tabs —

e Manage Authentication — This page can be used to check individual users
permissions, password expiry, force password change on next login and remove
lockout and reset passwords.

e Manage Configuration — Using this page you can change Authentication Provider
(covered in the next section) as well as set password policy options if applicable.

e Audit Log — This page lists a login and access monitoring log.

X %g STRUMIS Vision

Manage Authentication [IRVCRSEIG Tt

LYW Only Password Expired | Only Locked Out

[ First | previous [ Next [ Last

Select all Sy Description:
o

D1 Password Change: 28/03/2025, Expire: 26/06/2025
Name Admin

Emal j.mordecai@strumis.com Account Expire:31/12/2099

User has User/Admin permission

User has System/Admin permission

1D 1001 Password Change: 26/02/2025, Expire: 27/05/2025
Name RFUser

ol f Ol com Account Expire:01/01/2050

User has User/Admin

User has System/Admin per

Change Password On Next Login | Reset Password | Remove Lockout

2024 - STRUMIS

L Type here to search
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STRUMIS VISION\WEB SERVICE AUTHENTICATION
(IF APPLICABLE)

The final configuration step required is to add the URL for the Vision/Web Service. This will
enable the Auth Service for Vision. This is the URL you use to access Vision should the service
be installed.

1. Open the Manage Configuration tab and enter your STRUMIS Vision URL into the
Vision URL field. For our example we will use. Then click Save.

Manage Authentication Manage Configuration Audit Log

Authentication Provider Strumis V‘

STRUMIS DB User Admin

Vision URL https://vision.strumis.com/STRUMISWebServiceCore/login

Refresh token period (x mins) 600

Audit Log retain period (x months)

Minimum Password Length 8

Ensure Password contains Upper and Lowercase On®off O
Ensure Password contains a number On ® Off
Ensure Password contains a symbol On ® Off
Lock account out after x unsuccessful attempts 5
Unsuccessful attempt lockout period (x mins) 5

Expire password after x days %0

Save Configuration

STRUMIS AUTH SERVICE - HOW TO GUIDE

Page 43 of 50



2. When your users next open STRUMIS Vision they will see the option to login using
STRUMIS Authentication.

< > O (© ht‘tps://vision.strumis.com/STRUMISWebSerwceCore[login‘ ) 9= - o

B sTRUMIS VISION
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ADDITIONAL CONFIGURATION

This section will cover additional configuration where required.

PASSWORD POLICY AND AUTH SERVICE PROVIDERS

The Auth Service can be run using one of two providers:
STRUMIS (This is the default service provider without configuring Microsoft Entra ID)

e Only uses STRUMIS database itself.

e Password stored inside the STRUMIS database.

e Administrator has control over the password policy inside Manage Configuration,
hosted by the Authentication Service.

e Administrator can perform certain actions on users (reset password, force change
password, remove lockout) inside Manage Users, hosted by the Authentication
Service.

Microsoft Entra ID (Advanced)

e Uses STRUMIS database and Microsoft Entra ID. Joins accounts by email address.

e Password (and interface) managed by Microsoft.

e The administrator has to utilize Azure's tools to manage password policy, user
accounts.
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CONFIGURING THE STRUMIS AUTH SERVICE TO USE MICROSOFT
ENTRA ID

This is a highly advanced procedure, and it is advised to speak to your IT provider
before attempting to enable this.

1. In the Manage Configuration section of STRUMIS Auth Service, select Azure AD as
the Authentication Provider.

Manage Authentication Manage Configuration Audit Log
Authentication Provider Azure AD ¥|
STRUMIS DB User Acknivi
Vision URL https://vision.strumis.com/STRUMISWebServiceCore/login
Refresh token period (x mins) 600
Audit Log retain period (x months) 3

Client ID Show Client ID

Tenant ID Show Tenant ID

Save Configuration

2. Enter your —
Tenant ID - In the Overview tab of Azure Active Directory within the Azure Portal find
Tenant ID (a GUID like XXXXXXXX-XXXX-XXXX~XXXX=XXXXXXXXXXXX)
Client ID - Application (client) ID = Client ID

3. Click Save Configuration. Restart the Auth Service and Web Service and your Vision

page.
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CLIENT CONNECTION

Once the STRUMIS Auth Service is running you will notice the login window change for the
various clients. You will now be prompted to provide either the Username/Email Address of

the STRUMIS User and a password.

STRUMIS CLIENT

Click 'Login with STRUMIS Authentication' to enter Email / Username and Password.

| Login vith STRUMIS Authentication | Cancel

Licence Mode Full System (Estimating, MIS & Planning) Edi £ Options »>>

STRUMIS MOBILITY

A

Log in
Enter your STRUMIS
credentials

name@example.com

Email or Username

password

Password
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STRUMIS VISION

P\ sTRUMIS VISION
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TROUBLESHOOTING

If the STRUMIS Authenticator pop-up doesn’t appear or is blank when logging in:

1.
2.
3.

Restart IIS and try this step again.

Check is the certificate valid and trusted.

Try accessing https://authtest.strumis.com:57723/STRUMISAuthService (replace this
URL with your own Auth Service URL) in your browser of your choice. If the service
has started, you should see the STRUMIS logo and a message “Service is running”.

Check Windows Event Viewer, Windows Logs, Application

The locations from which settings are read and can have an impact:

e Check the STRUMIS Database Version, is it 11.2 or later?

e Auth Service's appsettings.json in C:\inetpub\wwwroot\STRUMISAuthService are
the settings correct?

e IS binding & certificate settings, are the settings correct as per the guide?
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TECHNICAL NOTES

1. After making any STRUMIS Auth Service configuration changes:

Both the Auth Service and Web Service (where applicable) need to be
restarted.

The Auth Service will attempt to restart itself when user makes changes in the
Configuration page.

Otherwise, please stop/start the Windows Service.

Do not change configuration directly inside the database.

Restart Auth Service first, then the Web Service.

2. Server Manager can still be used to reset Admin password.

3. Migration of users (during install / Server Manager) is per user and happens only
once. This means, that the next time the user migration is performed, users who
have been already migrated, will not be touched.

4. When running as Windows Service, Kestrel is used. If need be, you can modify the
configuration (https://learn.microsoft.com/en-
us/aspnet/core/fundamentals/servers/kestrel/endpoints?view=aspnetcore-
8.0#configure-https). Note, however, that running Server Manager might override
some settings.

5. OpenlID has two token period.

The Refresh Token Period — configured in Manage Configuration — affects the
total time the user’s token is active. By default it is 600 min = 10 hours.

The Access Token Period — 10 minutes — affects the maximum duration of
each connection. Vision automatically renews the Access Token, Mobility
renews it on every sync / operation.
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