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INTRODUCTION 

This document is intended as an installation guide for the STRUMIS Auth Service V3.2 
released with STRUMIS V11.2. This guide will take you through the prerequisites, installation 
steps, and initial usage of the Auth Service. The Auth Service provides integrated secure 
authentication for STRUMIS, STRUMIS Vision and STRUMIS Mobility. 

The STRUMIS Auth Service can make use of either STRUMIS’ own database to authenticate 
or it can federate with Microsoft Entra ID.  

PRE-REQUISITES 

The configuration of these pre-requisites will be covered individually within this installation 
guide as well as instructions on where these will be utilised.  

• A current backup of your STRUMIS database 
• The account running the following installations must have Windows Administrator 

permissions. 
• STRUMIS V11.2 or later must be Installed. 
• All Users within STRUMIS must have a unique email address set. 
• STRUMIS V11.2 must be configured with SMTP settings. 
• An SSL Certificate in a .pfx format (combined .crt & .key file). We recommend using a 

certificate provider to generate the certificate and not a self-signed certificate to prevent 
trust issues on mobile devices. Your IT provider will be able to assist with this. 

• A Fixed IP address and a domain name that points to the server running the STRUMIS 
Auth Service. E.g. 192.168.0.1 and authtest.strumis.com. Your IT provider will be able 
to assist with this. 

• A dedicated network port e.g. 57723 reserved for communication between the STRUMIS 
Server, STRUMIS Client and STRUMIS Web Service. This dedicated port must be open 
between each of the network devices or applications that will use the STRUMIS. Your IT 
provider will be able to assist with this. 

• Ensure WebView2 Runtime (Evergreen Standalone Installer x64) has been installed on 
both Server and Client machines running STRUMIS that will use the STRUMIS Auth 
Service. Direct Download Link 

https://developer.microsoft.com/en-us/microsoft-edge/webview2/?form=MA13LH
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SCENARIOS 

This document will cover one of two installation scenarios. It will cover the installation of 
STRUMIS, SQL Database, STRUMIS Web Services and STRUMIS Auth Services all on one 
server.  

The second scenario is a more advanced installation of STRUMIS and SQL database on one 
Server and the installation of STRUMIS Web Service and STRUMIS Auth Services on another. 

SCENARIO 1 - ALL-ON-ONE SERVER 

Server 1 (SVR1) – Hosting STRUMIS Server, SQL Database, STRUMIS Web Service and 
STRUMIS Auth Service. 

Client 1~ (CLN1,2,3…) – Multiple laptops or desktops hosting the STRUMIS client. 

SCENARIO 2 - SEGREGATED STRUMIS SERVER AND STRUMIS WEB 
SERVICES 

Server 1 (SVR1) – Hosting STRUMIS Server and SQL Database. 

Server 2 (SVR2) – Hosting STRUMIS Web Service and STRUMIS Auth Service. 

Client 1~ (CLN1,2,3…) – Multiple laptops or desktops hosting the STRUMIS client. 
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INSTALLATION GUIDE – IIS (RECOMMENDED) 

STRUMIS INSTALLATION 

If you are running STRUMIS v11.1 or earlier, you will need to upgrade STRUMIS to v11.2 or 
later. You can find download links to v11.2 or later via the STRUMIS Customer Support 
Portal. Please contact STRUMIS Customer Support for assistance with upgrading STRUMIS. 

STRUMIS WEB SERVICE INSTALLATION 

If you are running STRUMIS Vision/Web Service v3.1 or earlier, you will need to upgrade to 
STRUMIS Vision/Web Service v3.2 or later. You can find download links to v3.2 or later via 
the STRUMIS Customer Support Portal. Please contact STRUMIS Customer Support for 
assistance with upgrading STRUMIS Web Service. 

STRUMIS AUTH SERVICE INSTALLATION 

1. Download the latest version of the STRUMIS Auth Service Installer from the STRUMIS 
Customer Support Portal. (STRUMIS_Auth_Service_64.exe) and copy it to the server 
you intend to install the Auth Service on. 

 

 

2. Right click on the STRUMIS_Auth_Service_64.exe and click properties to ensure it is 
unblocked (as Windows often blocks files downloaded from an online source) if it is 

https://customer.hornbill.com/strumissupport/
https://customer.hornbill.com/strumissupport/
https://customer.hornbill.com/strumissupport/
https://customer.hornbill.com/strumissupport/
https://customer.hornbill.com/strumissupport/
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not blocked you will not see an unblock option as per the screenshot below. Click OK 
to close the properties screen. 

 

3. Right click on the STRUMIS_Auth_Service_64.exe again and click “Run as 
Administrator” 

 

4. Select your preferred language and click Next. 

 

5. Wait for the installation media to extract. Then click Next 
6. On this page you will enter your STRUMIS database details. By default, this is 

populated with (local)\STRUMIS which is the default SQL instance and database.  
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Clicking Browse next to the “Database Server that you are installing to” will list all 
contactable SQL instances to aid you in choosing the appropriate one. 

Then enter the Login ID and Password should it be different from the default. 

Once you have selected the appropriate SQL instance you can use the Browse button 
next to the “Name of database catalog:” field to find the STRUMIS database. 

We are going to continue using the default options. Click Next. 

 

7. On this page we will select the installation method we wish to use with the Auth 
Service. For the purpose of this guide, we are going to Install As IIS. Click the Install 
As IIS option and click This feature will be installed on the local hard drive. Then 
click Next. 

 

8. Click Install and Finish. 
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WEBVIEW2 RUNTIME INSTALLATION 

If you have not already installed the WebView2 Runtime it must be installed at this point for 
the Auth Service interface to perform correctly. Direct Download Link  

Simply download and run the installer, there are no specific options here that need to be 
changed from the default. 

CONFIGURING THE AUTH SERVICE 

In this scenario all services are running on one server (SVR1 for example). So we will briefly 
cover the following – 

• Generation of an SSL certificate and details required to do so. (Your IT provider will 
be able to assist you with this). 

• Specifying a dedicated port for Auth Service authentication which will need to be 
accessible via a domain name e.g. SVR1.exampledomain.com to each STRUMIS 
client (including mobiles) either on the network and/or via the internet. (Your IT 
provider will be able to assist you with this and the creation of SNAT and routing 
rules). 

• The overall configuration of these in the STRUMIS Auth Service. 

GENERATING AN SSL CERTIFICATE 

To configure the STRUMIS Auth Service with HTTPS, we require you or your IT department to 
generate the following SSL certificate files, this is a relatively technical process. – 

• .crt – Public Certificate File 
• .key – Private Key File 
• .pfx – A combined file containing both the .crt and the .key 

The following network configuration will also be required to generate the certificate and 
configure the Auth Service. – 

• A public DNS record that points to the server. For example, auth.exampledomain.com 
pointing to the internal host svr1.exampledomain.com. 

• A dedicated port accessible from all client devices to the server hosting the Auth 
Service. For example, port 57723. We will use this port as an example in this scenario. 

STRUMIS Support will be unable to assist with the generation of the SSL files or the 
network configuration required in this step. Please speak to your IT Provider. 

https://developer.microsoft.com/en-us/microsoft-edge/webview2/?form=MA13LH
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IMPORTING AN SSL CERTIFICATE INTO THE WINDOWS CERTIFICATE 
STORE 

We will be using the following files in this guide to configure the web service – 

• authtest.strumis.com.pfx – A .pfx certificate. 
• authtest.strumis.com – An external DNS name pointing to the server hosting the Auth 

Service. 
• Port 57723 – The port the Auth Service and STRUMIS clients will use to communicate. 

 
1. Copy the .pfx file to a directory on the server hosting the Auth Service. 

 

2. Right click on the .pfx and click Install PFX. 
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3. Select Local Machine and click Next. 

 

4. Click Next. 

 

5. If your .pfx is secured by a password, enter it here. Generally, when combining a .crt with 
a .key you will be asked to provide a password. If you did not specify one, leave this field 
blank and click Next. 
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6. Leave the default option set and click Next. 

 

7. Click Finish and OK. The certificate has been imported to the local machines certificate 
store. 
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CONFIGURING IIS WITH BINDINGS AND THE SSL CERTIFICATE 

In this section we will configure the binding of the Auth Service Site, the dedicated port 
number and the Windows firewall so client devices will be able to communicate with the 
Auth Service. 

1. Open Internet Information Services (IIS) Manager and via the navigation on the left-
hand side navigate to Sites > STRUMIS Auth Site. 
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2. With STRUMIS Auth Site selected, use the right-hand navigation to click Bindings and 
then click Add. 

 

3. Change the following fields – 

Type – HTTPS 

IP Address – We suggest setting this to the static IP address of the server rather than All 
unassigned. For our example we will use 172.17.3.130 

Port – The dedicated port number you have chosen to use. For our example we will use 
57723 

Hostname – This is the external DNS name you have chosen to use. For our example we will 
use authtest.strumis.com 
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4. We will now add the SSL certificate to this binding. If you have followed the steps above 
to import the SSL certificate, it should now show in the list, simply select the certificate. 
For our example we will use authtest.strumis.com.pfx. Then click OK. 

 

5. I now suggest removing the http binding for the site. Click on the http binding and 
Remove. Then click Yes. 
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6. Close the Site Bindings page and Internet Information Services (IIS) Manager. Next 
open Windows Defender Firewall with Advanced Security. *If your company or IT 
provider use a different firewall software this step will depend on that software being 
configured. Please consult with them. 

 

 

7. Using the left-hand navigation right click Inbound Rules and click New Rule. Click Next. 
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8. Select Port and select Specific Local Ports and enter your chosen dedicated port 
number. For our example we will continue to use 57723. Click Next 
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9. Leave Allow the connection selected and click Next. 

 

10. Leave the applicable firewall profile checked and click Next. 
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11. Enter an appropriate Name for the Rule and click Finish. 

 

12. We will repeat the same procedure for the Outbound Rules so select Outbound Rules 
then click New Rule and repeat with the same details as above using your chosen 
dedicated port number. The only adjustment required here is to select Allow 
Connection. 
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Congrats! We can now test the service is running by navigating to the following URL, replace 
components of it as necessary based on your chosen external name and port number -
https://authtest.strumis.com:57723/STRUMISAuthService 

Protocol 

External Name 

Port 

Auth Service App 

FINALISING CONFIGURATION USING STRUMIS SERVER MANAGER 
1. Open STRUMIS Server Manager and click on Configure Authentication. 

 

2. Check the box Use STRUMIS Authentication Service and enter the Service URL replace 
components of it as necessary based on your chosen external name and port number. 
Then click Continue. - 

Service URL – https://authtest.strumis.com:57723/STRUMISAuthService 
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3. This will then open the Pre-Requisite Check for Authentication. In our example we can 
see we have some users in our STRUMIS instance that do not have email addresses set 
and also our SMTP settings have not been configured.  

4.  
We can use the Show all users option to see a list of pre-requisites not met such as 
users without email. 

 

 
 
This must be resolved prior to continuing to enable the Auth Service. When setting the SMTP 
details, ensure the port number is also set, here is an example configuration – 

 

 
Once these issues have been resolved you will need to close the STRUMIS Authenticator 
window and click Continue from within STRUMIS Server Manager. 
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You should now be greeted with the following window. Click Enable STRUMIS Auth Service 
and OK. 
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INSTALLATION GUIDE – WINDOWS SERVICE 
(ALTERNATIVE) 

This section is a guide to install the Auth Service as a Windows Service. If you have 
completed the Installation Guide – IIS (Recommended) section of this guide, go to Managing 
STRUMIS Auth Service configuration. 

STRUMIS INSTALLATION 

If you are running STRUMIS v11.1 or earlier, you will need to upgrade STRUMIS to v11.2 or 
later. You can find download links to v11.2 or later via the STRUMIS Customer Support 
Portal. Please contact STRUMIS Customer Support for assistance with upgrading STRUMIS. 

STRUMIS WEB SERVICE INSTALLATION 

If you are running STRUMIS Vision/Web Service v3.1 or earlier, you will need to upgrade to 
STRUMIS Vision/Web Service v3.2 or later. You can find download links to v3.2 or later via 
the STRUMIS Customer Support Portal. Please contact STRUMIS Customer Support for 
assistance with upgrading STRUMIS Web Service. 

STRUMIS AUTH SERVICE INSTALLATION 

9. Download the latest version of the STRUMIS Auth Service Installer from the STRUMIS 
Customer Support Portal. (STRUMIS_Auth_Service_64.exe) and copy it to the server 
you intend to install the Auth Service on. 

 

https://customer.hornbill.com/strumissupport/
https://customer.hornbill.com/strumissupport/
https://customer.hornbill.com/strumissupport/
https://customer.hornbill.com/strumissupport/
https://customer.hornbill.com/strumissupport/
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10. Right click on the  STRUMIS_Auth_Service_64.exe and click properties to ensure it is 
unblocked (as Windows often blocks files downloaded from an online source) if it is 
not blocked you will not see an unblock option as per the screenshot below. Click OK 
to close the properties screen. 

 

 

11. Right click on the STRUMIS_Auth_Service_64.exe again and click “Run as 
Administrator” 

 

 

 

12. Select your preferred language and click Next. 
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13. Wait for the installation media to extract. Then click Next. 
 

14. On this page you will enter your STRUMIS database details. By default, this is 
populated with (local)\STRUMIS which is the default SQL instance and database.  

Clicking Browse next to the “Database Server that you are installing to” will list all 
contactable SQL instances to aid you in choosing the appropriate one. 

Then enter the Login ID and Password should it be different from the default. 

Once you have selected the appropriate SQL instance you can use the Browse button next 
to the “Name of database catalog:” field to find the STRUMIS database. 

We are going to continue using the default options. Click Next. 

 

 

 

 

 

15. On this page we will select the installation method we wish to use with the Auth 
Service. Click the Install As Windows Service option and click This feature will be 
installed on the local hard drive. Then click Next. 
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16. Click Install and Finish. 

 

 

 

 

 

 

 

 

 

 

  



 

 STRUMIS AUTH SERVICE – HOW TO GUIDE Page 27 of 50 

WEBVIEW2 RUNTIME INSTALLATION 

If you have not already installed the WebView2 Runtime it must be installed at this point for 
the Auth Service interface to function correctly. Direct Download Link  

Simply download and run the installer, there are no specific options here that need to be 
changed from default. 

CONFIGURING THE AUTH SERVICE 

In this scenario all services are running on one server (SVR1 for example). So we will briefly 
cover the following – 

• Generation of an SSL certificate and details required to do so. (Your IT provider will 
be able to assist you with this). 

• Specifying a dedicated port for Auth Service authentication which will need to be 
accessible via a domain name e.g. SVR1.exampledomain.com to each STRUMIS 
client (including mobiles) either on the network and/or via the internet. (Your IT 
provider will be able to assist you with this and the creation of SNAT and routing 
rules). 

• The overall configuration of these in the STRUMIS Auth Service. 

 

 

 

 

 

 

 

 

  

https://developer.microsoft.com/en-us/microsoft-edge/webview2/?form=MA13LH
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GENERATING AN SSL CERTIFICATE 

To configure the STRUMIS Auth Service with HTTPS, we require you or your IT department to 
generate the following SSL certificate files, this is a relatively technical process. – 

• .crt – Public Certificate File 
• .key – Private Key File* 
• .pfx – A combined file containing both the .crt and the .key* 

The following network configuration will also be required to generate the certificate and 
configure the Auth Service. – 

• A public DNS record that points to the server. For example, auth.exampledomain.com 
pointing to the internal host svr1.exampledomain.com. 

• A dedicated port accessible from all client devices to the server hosting the Auth 
Service. For example, port 57723. We will use this port as an example in this scenario. 

*It is advisable that once the .key and .pfx file have been used to add the certificate to the 
Windows Certificate Store that both files are removed from the server and stored securely. 

STRUMIS Support will be unable to assist with the generation of the SSL files or the 
network configuration required in this step. Please speak to your IT Provider. 
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IMPORTING AN SSL CERTIFICATE INTO THE WINDOWS CERTIFICATE 
STORE 

We will be using the following files in this guide to configure the web service – 

• authtest.strumis.com.pfx – A .pfx certificate. 
• authtest.strumis.com – An external DNS name pointing to the server hosting the Auth 

Service. 
• Port 57723 – The port the Auth Service and STRUMIS clients will use to communicate. 

8. Copy the .pfx file to a directory on the server hosting the Auth Service. 

 

9. Right click on the .pfx and click Install PFX. 
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10. Select Current User or Local Machine (this depends on the access the user has) and 
click Next. 

 

11. Click Next. 

 

 

 

 

 

 

 



 

 STRUMIS AUTH SERVICE – HOW TO GUIDE Page 31 of 50 

12. If your .pfx is secured by a password, enter it here. Generally, when combining a .crt with 
a .key you will be asked to provide a password. If you did not specify one, leave this field 
blank and click Next. 

 

13. Leave the default option set and click Next. 
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14. Click Finish and OK. The certificate has been imported to the local machines certificate 
store. 

 

 

 

 

 

 

 

 

 

 

 

 

CONFIGURING WINDOWS SERVICE URL AND THE SSL CERTIFICATE 

Unlike the IIS configuration we are going to configure the URL of the service and the SSL 
certificate inside STRUMIS Server Manager, we will also configure it with the dedicated port 
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number and the Windows firewall so client devices will be able to communicate with the 
Auth Service. 

1. First open Windows Defender Firewall with Advanced Security. *If your company 
or IT provider use a different firewall software this step will depend on that software 
being configured. Please consult with them. 

 

 

 

 

 

2. Using the left-hand navigation right click Inbound Rules and click New Rule. Click 
Next. 
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3. Select Port and select Specific Local Ports and enter your chosen dedicated port 
number. For our example we will continue to use 57723. Click Next 

 

4. Leave Allow the connection selected and click Next. 
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5. Leave the applicable firewall profile checked and click Next. 

 

 

 

 

 

6. Enter an appropriate Name for the Rule and click Finish. 
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7. We will repeat the same procedure for the Outbound Rules so select Outbound 
Rules then click New Rule and repeat with the same details as above using your 
chosen dedicated port number. The only adjustment required here is to select Allow 
Connection. Close Windows Defender Firewall with Advanced Security. 

 

 

 

 

8. Next, open STRUMIS Server Manager and click Configure Authentication. 
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9. Enter the following – 

Service URL – This is the External Domain Name that points to an internal name of the 
server hosting the STRUMIS Auth Service and the dedicated port number you have chosen to 
use. For our example we are going to use  

https://authtest.strumis.com:57723 

Protocol 

External Name 

Port 

Endpoint – This is the path to the service that you need to define. For our example we are 
going to use STRUMISAuthService so we need to enter the following into the field 
<URL>/STRUMISAuthService. 

 

 

 

 

10. We now need to apply the SSL certificate. We can either add the SSL certificate to the 
Windows Certificate Store or we can add it directly to the service using the separate 
.crt and .key files. To add the certificate directly click From File… 
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11. Navigate to the location on the server where you placed the .crt file, click on it to 
select it and click Open. 

 

12. Now navigate to the location on the server where you placed the .key file, click on it 
to select it and click Open. 

 

13. You will be prompted to enter a password, this is the certificate password set when 
the certificate was generated. If you did not set a password when the Certificate was 
generated or your IT provider has not set one you may leave this blank. Click OK. 
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14. The Configure Authentication page should now look something like this. Click 
Continue. 

 

15. This will then open the Pre-Requisite Check for Authentication. In our example we can 
see we have some users in our STRUMIS instance that do not have email addresses set 
and also our SMTP settings have not been configured.  

We can use the Show all users option to see a list of pre-requisites not met such as 
users without email. 

 
This must be resolved prior to continuing to enable the Auth Service. When setting 
the SMTP details, ensure the port number is also set, here is an example 
configuration – 
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Once these issues have been resolved you will need to close the STRUMIS 
Authenticator window and click Continue from within STRUMIS Server Manager. 

 

 

 

 

 

 

 

You should now be greeted with the following window. Click Enable STRUMIS Auth 
Service and OK. 
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MANAGING STRUMIS AUTH SERVICE 
CONFIGURATION 

To manage the Auth Service configuration you can use STRUMIS Server Manager to open 
the STRUMIS Auth Service Configuration Tool. 

Open STRUMIS Server Manager and click Configure Authentication and then click 
Manage Configuration… 

We have three tabs – 

• Manage Authentication – This page can be used to check individual users 
permissions, password expiry, force password change on next login and remove 
lockout and reset passwords.  

• Manage Configuration – Using this page you can change Authentication Provider 
(covered in the next section) as well as set password policy options if applicable.  

• Audit Log – This page lists a login and access monitoring log. 
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STRUMIS VISION\WEB SERVICE AUTHENTICATION 
(IF APPLICABLE) 

The final configuration step required is to add the URL for the Vision/Web Service. This will 
enable the Auth Service for Vision. This is the URL you use to access Vision should the service 
be installed.  

1. Open the Manage Configuration tab and enter your STRUMIS Vision URL into the 
Vision URL field. For our example we will use. Then click Save. 
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2. When your users next open STRUMIS Vision they will see the option to login using 
STRUMIS Authentication. 
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ADDITIONAL CONFIGURATION 

This section will cover additional configuration where required. 

PASSWORD POLICY AND AUTH SERVICE PROVIDERS 

The Auth Service can be run using one of two providers: 

STRUMIS (This is the default service provider without configuring Microsoft Entra ID) 

• Only uses STRUMIS database itself. 
• Password stored inside the STRUMIS database. 
• Administrator has control over the password policy inside Manage Configuration, 

hosted by the Authentication Service. 
• Administrator can perform certain actions on users (reset password, force change 

password, remove lockout) inside Manage Users, hosted by the Authentication 
Service. 

Microsoft Entra ID (Advanced) 

• Uses STRUMIS database and Microsoft Entra ID. Joins accounts by email address. 
• Password (and interface) managed by Microsoft. 
• The administrator has to utilize Azure’s tools to manage password policy, user 

accounts. 
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CONFIGURING THE STRUMIS AUTH SERVICE TO USE MICROSOFT 
ENTRA ID 

This is a highly advanced procedure, and it is advised to speak to your IT provider 
before attempting to enable this. 

1. In the Manage Configuration section of STRUMIS Auth Service, select Azure AD as 
the Authentication Provider. 

 

2. Enter your – 
Tenant ID - In the Overview tab of Azure Active Directory within the Azure Portal find 
Tenant ID (a GUID like xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx) 
 Client ID - Application (client) ID = Client ID 

3. Click Save Configuration. Restart the Auth Service and Web Service and your Vision 
page. 
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CLIENT CONNECTION 

Once the STRUMIS Auth Service is running you will notice the login window change for the 
various clients. You will now be prompted to provide either the Username/Email Address of 
the STRUMIS User and a password. 

STRUMIS CLIENT 

 

STRUMIS MOBILITY 
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STRUMIS VISION 
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TROUBLESHOOTING 

If the STRUMIS Authenticator pop-up doesn’t appear or is blank when logging in: 

1. Restart IIS and try this step again. 
2. Check is the certificate valid and trusted. 
3. Try accessing https://authtest.strumis.com:57723/STRUMISAuthService (replace this 

URL with your own Auth Service URL) in your browser of your choice. If the service 
has started, you should see the STRUMIS logo and a message “Service is running”. 
 

4. Check Windows Event Viewer, Windows Logs, Application 
5. The locations from which settings are read and can have an impact: 

• Check the STRUMIS Database Version, is it 11.2 or later? 
• Auth Service’s appsettings.json in C:\inetpub\wwwroot\STRUMISAuthService are 

the settings correct? 
• IIS binding & certificate settings, are the settings correct as per the guide? 
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TECHNICAL NOTES 

1. After making any STRUMIS Auth Service configuration changes: 
• Both the Auth Service and Web Service (where applicable) need to be 

restarted. 
• The Auth Service will attempt to restart itself when user makes changes in the 

Configuration page. 
• Otherwise, please stop/start the Windows Service. 
• Do not change configuration directly inside the database. 
• Restart Auth Service first, then the Web Service. 

2. Server Manager can still be used to reset Admin password. 
3. Migration of users (during install / Server Manager) is per user and happens only 

once. This means, that the next time the user migration is performed, users who 
have been already migrated, will not be touched. 

4. When running as Windows Service, Kestrel is used. If need be, you can modify the 
configuration (https://learn.microsoft.com/en-
us/aspnet/core/fundamentals/servers/kestrel/endpoints?view=aspnetcore-
8.0#configure-https). Note, however, that running Server Manager might override 
some settings. 

5. OpenID has two token period.  
• The Refresh Token Period – configured in Manage Configuration – affects the 

total time the user’s token is active. By default it is 600 min = 10 hours. 
• The Access Token Period – 10 minutes – affects the maximum duration of 

each connection. Vision automatically renews the Access Token, Mobility 
renews it on every sync / operation. 
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